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§148.10

sharing, interest of national defense or
foreign policy.

Subpart B—Guidelines for the Im-
plementation and Oversight
of the Policy on Reciprocity of
;._lse and Inspections of Facili-
ies

§148.10 General.

(a) Redundant, overlapping, and du-
plicative policies and practices that
govern the co-use of facilities for clas-
sified purposes have resulted in exces-
sive protection and unnecessary ex-
penditure of funds. Lack of reciprocity
has also impeded achievement of na-
tional security objectives and ad-
versely affected economic and techno-
logical interest.

(b) Interagency reciprocal acceptance
of security policies and procedures for
approving, accrediting, and maintain-
ing the secure posture of shared facili-
ties will reduce the aggregate costs,
promote interoperability of agency se-
curity systems, preserve the vitality of
the U.S. industrial base, and advance
national security objectives.

(c) Agency heads, or their designee,
are encouraged to periodically issue
written affirmations in support of the
policies and procedures prescribed
herein and in the Security Policy
Board (SPB) policy, entitled ‘‘Reci-
procity of Use and Inspections of Fa-
cilities.”

(d) The policies and procedures pre-
scribed herein shall be applicable to all
agencies. This document does not su-
persede the authority of the Secretary
of Defense under Executive Order 12829
(68 FR 3479, 3 CFR 1993 Comp., p. 570);
the Secretary of Energy or the Chair-
man of the Nuclear Regulatory Com-
mission under the Atomic Energy Act
of 1954, as amended; the Secretary of
State under the Omnibus Diplomatic
Security and Anti-Terrorism Act of
1986; the Secretaries of the military de-
partments and military department in-
stallation Commanders under the In-
ternal Security Act of 1950; the Direc-
tor of Central Intelligence under the
National Security Act of 1947, as
amended, or Executive Order 12333; the
Director of the Information Security
Oversight Office under Executive Order
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12829 or Executive Order 12958 (60 FR
19825, 3 CFR 1995 Comp., p. 333); or sub-
stantially similar authority instru-
ments assigned to any other agency
head.

§148.11 Policy.

(a) Agency heads, or their designee,
shall ensure that security policies and
procedures for which they are respon-
sible are reasonable, effective, and effi-
cient, and that those policies and pro-
cedures enable and promote inter-
agency reciprocity.

(b) To the extent reasonable and
practical, and consistent with US law,
Presidential decree, and bilateral and
international obligations of the United
States, the security requirements, re-
strictions, and safeguards applicable to
industry shall be equivalent to those
applicable within the Executive Branch
of government.

(c) Once a facility is authorized ap-
proved, certified, or accredited, all gov-
ernment organizations desiring to con-
duct classified programs at the facility
at the same security level shall accept
the authorization, approval, certifi-
cation, or accreditation without
change, enhancements, or upgrades.

§148.12 Definitions.

Agency. Any ‘‘executive agency,’”’ as
defined in 5 U.S.C. 105; any ‘‘Military
department’ as defined in 5 U.S.C. 102;
and any other entity within the Execu-
tive Branch that comes into possession
of classified information.

Classified Information. All information
that requires protection under Execu-
tive Order 12958, or any of its ante-
cedent orders, and the Atomic Energy
Act of 1954, as amended.

Cognizant Security Agency (CSA).
Those agencies that have been author-
ized by Executive Order 12829 to estab-
lish an industrial security program for
the purpose of safeguarding classified
information disclosed or released to in-
dustry.

Cognizant Security Office (CSO). The
office or offices delegated by the head
of a CSA to administer industrial secu-
rity in a contractor’s facility on behalf
of the CSA.
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Facility. An activity of a government
agency or cleared contractor author-
ized by appropriate authority to con-
duct classified operations or to perform
classified work.

Industry. Contractors, licensees,
grantees, and certificate holders obli-
gated by contract or other written
agreement to protect classified infor-
mation under the National Industrial
Security Program.

National Security. The national de-
fense and foreign relations of the
United States.

Senior Agency Official. Those officials,
pursuant to Executive Order 12958, des-
ignated by the agency head who are as-
signed the responsibility to direct and
administer the agency’s information
security program.

§148.13 Responsibilities.

(a) Each Senior Agency Official shall
ensure that adequate reciprocity provi-
sions are incorporated within his or her
regulatory issuances that prescribe
agency safeguards for protecting clas-
sified information.

(b) Each Senior Agency Official shall
develop, implement, and oversee a pro-
gram that ensures agency personnel
adhere to the policies and procedures
prescribed herein and the reciprocity
provisions of the National Industrial
Security Program Operating Manual
(NISPOM).

(c) Each Senior Agency Official must
ensure that implementation encour-
ages reporting of instances of non-com-
pliance, without fear of reprisal, and
each reported instance is aggressively
acted upon.

(d) The Director, Information Secu-
rity Oversight Office (ISOO), consistent
with his assigned responsibilities under
Executive Order 12829, serves as the
central point of contact within Govern-
ment to consider and take action on
complaints and suggestions from indus-
try concerning alleged violations of the
reciprocity provisions of the NISPOM.

(e) The Director, Security Policy
Board Staff (D/SPBS) or his/her des-
ignee, shall serve as the central point
of contact within Government to re-
ceive from Federal Government em-
ployees alleged violations of the reci-
procity provisions prescribed herein

§148.14

and the policy ‘“‘Reciprocity of Use and
Inspections of Facilities’ of the SPB.

§148.14 Procedures.

(a) Agencies that authorize, approve,
certify, or accredit facilities shall pro-
vide to the SPB Staff a points of con-
tact list to include names and tele-
phone numbers of personnel to be con-
tacted for verification of the status of
facilities. The SPB Staff will publish a
comprehensive directory of agency
points of contact.

(b) After initial security authoriza-
tion, approval, certification, or accred-
itation, subsequent reviews shall nor-
mally be conducted no more frequently
than annually. Additionally, such re-
views shall be aperiodic or random, and
be based upon risk-management prin-
ciples. Security Reviews may be con-
ducted ‘“‘for cause’’, to follow up on pre-
vious findings, or to accomplish close-
out actions.

(c) The procedures employed to maxi-
mize interagency reciprocity shall be
based primarily upon existing organi-
zational reporting channels. These
channels should be used to address al-
leged departures from established reci-
procity requirements and should re-
solve all, including the most egregious
instances of non-compliance.

(d) Two complementary mechanisms
are hereby established to augment ex-
isting organizational channels: (1) An
accessible and responsive venue for re-
porting and resolving complaints/re-
ported instances of non-compliance.
Government and industry reporting
channels shall be as follows:

(1) Governnment. (A) Agency employ-
ees are encouraged to bring suspected
departures from applicable reciprocity
requirements to the attention of the
appropriate security authority in ac-
cordance with established agency pro-
cedures.

(B) Should the matter remain unre-
solved, the complainant (employee, Se-
curity Officer, Special Security Officer,
or similar official) is encouraged to re-
port the matter formally to the Senior
Agency Official for resolution.

(C) Should the Senior Agency Official
response be determined inadequate by
the complainant, the matter should be
reported formally to the Director, Se-
curity Policy Board Staff (D/SPBS).
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